ANNEX II + 111 : TECHNICAL SPECIFICATIONS + TECHNICAL OFFER

Contract title : Supply of IT equipment and software for improvement of Case Management System in prosecution and prisons administration pl/70

Publication reference : 1I5SSER01/05/21

Columns 1-2 should be completed by the Contracting Authority
Columns 3-4 should be completed by the tenderer
Column 5 is reserved for the evaluation committee

Annex I - the Contractor's technical offer
The tenderers are requested to complete the template on the next pages:

* Column 2 is completed by the Contracting Authority shows the required specifications (not to be modified by the tenderer),
¢ Column 3 is to be filled in by the tenderer and must detail what is offered (for example the words “compliant” or “yes” are not sufficient)
e Column 4 allows the tenderer to make comments on its proposed supply and to make eventual references to the documentation

The eventual documentation supplied should clearly indicate (highlight, mark) the models offered and the options included, if any, so that the evaluators can see the exact
configuration. Offers that do not permit to identify precisely the models and the specifications may be rejected by the evaluation committee.

The offer must be clear enough to allow the evaluators to make an easy comparison between the requested specifications and the offered specifications.
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2.7  Content of the bid

The following table summarises the component of the bid. Each component has to be clearly marked with its reference and will be part of the evaluation process:

Ref |

Bid component

Notes, remarks, ref. to
documentation

Evaluation Committee's Notes

Outline of the proposed SAPO system architecture (based on the requirements
specified in section 2.3 ™)

Project Implementation Schedule (based on the requirements specified in section
— .\N.A. uuuaV

Outline of Testing approach (based on the requirements specified in section 1.4
”” and Special Conditions Article 25)

Outline of Data Migration approach (based on the requirements specified in
section 1.5 *™)

W

Outline of Training approach (based on the requirements specified in sections
M.m 2999 m:& N.m uuuvv

Operation & Maintenance plan covering the defect liability period (based on the
requirements specified in section 1.8 ™)

Detailed description of how after-sales service will be delivered for the four
years following the warranty period (Special Conditions Article 33

A commercial offer concerning corrective and evolutive maintenance for the
solution as a whole [custom software, CMS licenses, commercial software, and
hardware] according to Special Conditions Article 32.6.

This commercial offer will cover one year following the warranty period, and
will include (a) one or more draft maintenance contract(s), (b) one or more draft
Service Level Agreement(s), and (c) a commercial quotation of the
comprehensive maintenance per year of for the whole period of one year
following the warranty period.

This maintenance contract is not part of the tendered supplies, and the
beneficiary may or may not subscribe it.

Technical Specifications — 5 October 2018
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15SER01/05/21 — Supply of IT equipment and software for improvement of Case Management System in prosecution and prisons administration

2.8 Items to be delivered

1.

Item
Number

2.

Specifications Required

3.
Specifications Offered

4.

Notes, remarks,
ref to documentation

5.

Evaluation
Committee’s notes

Turn-key customised centralised CMS

1.

7.

System scope: compliant with requirements
specified in section 2.2 ¢

System architecture: compliant with
requirements specified in section 2.3 *”

Detailed Design: compliant with requirements
in sections 2.3 “”, 2.4 *”, and 2.5 ©”

System functionalities: compliant with
requirements specified in section 2.4 *

Software development: compliant with
requirements specified in section 1.4

System testing: compliant with requirements
specified in section 1.4 “” and Special
Conditions Article 25

System deployment: compliant with
requirements specified in section 1.7 *”

Bundle of Content Management System licenses

1.

Enterprise-grade content management system,
featuring: (a) process management (workflow
engine) that can execute business processes
described in BPMN (b) search features
including instant search suggestions and simple
search filtering (c) multimedia content storage
(d) document scanning and capture (€) seamless
access from other applications (f) information
governance: Access Controls and Audit Tools

&,
)
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1.

Item
Number

2.

Specifications Required

3.
Specifications Offered

4.

Notes, remarks,
ref to documentation

5.

Evaluation
Committee’s notes

2. Allowing at least 2 058 users to use the solution
specified in [tem #1

3. Licensing model: compliant with requirements
in sections 1.3 “”, and 2.3.2 “”

Bundle of software licenses (commercial or
commercially supported OpenSource) such as
Application Server, RDBMS, Operating
Systemn:

1. As required by the solution specified in Item #1

2. Additional to the commercial software licenses
currently dedicated to the pilot system,
according to the proposed solution

Unlimited number of Microsoft SQL Server 2008
R2 SP1 licenses, if foreseen by the proposed
architecture, will be provided by the Beneficiary
and do not need to be included in this bundle.

Personal Computer (PC)

1. Small Form Factor PC

2. Processor: minimum base frequency 3.0GHz,
minimum 4 cores

3. Min RAM memory: minimum 4 GB DDR4
2400MHz

4. Min 500GB 7200rpm Hard drive
5. Internal DVD<R optical drive
6. Graphics adapter: Discrete, minimum graphics

frequency 900Mhz, interface compatible with
Item #5

7. Sound card: integrated, on-board

Technical Specifications — 5 October 2018
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1.

Ttem
Number

2.

Specifications Required

3.
Specifications Offered

4.

Notes, remarks,
ref to documentation

=F

Evaluation
Committee’s notes

8. 10/100/1000 Mbps RJ45 network adapter and
Ethernet Cat6 patch cable min. 3m

9. Mainboard interfaces, minimum: 1xDisplay
Port and 1xDisplay Port or HDMI

10.Expansion slots: minimum 1xPCle x16, 1x
PCle

11.Minimum 12x USB ports, out of which at least
6x USB 3.0, with minimum 4 USB ports
located on front side of the case

12.Keyboard with Serbian layout, optical mouse
with scroll function

13.Speakers: external stereo or built in case mono

14.FOSS office suite (such as OpenOffice or
LibreOffice)

15.Compliant standards: CE and/or TUVGS,
RoHS, EPEAT, WEEE, and Energy Star
compliant

Monitor (display)

1. Min 21.5” diagonal wide screen, LED , Screen
Ratio: wide, 16:9

Min Resolution 1920x1080
Min Contrast: 1000:1
Min Brightness: 250 cd/m2

Max Response time: 6 ms

g

S

Min Viewing Angle: Vertical 178°, horizontal
178°

7. Video input: at least two (VGA display port and
HDM]I), compatible with PC Item #4; including

" Technical Specifications — 5 October 2018

Page 22 of 70
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1.

Item
Number

2.

Specifications Required

3.
Specifications Offered

4.

Notes, remarks,
ref to documentation

5.

Evaluation
Committee’s notes

cabling, compatible with PC Item #4
8. Height-adjustable stand, pivot, swivel
9. USB hub with at least 2x USB 3.0 ports
10.CE and Energy Star compliant

11.Connection cables for both analogue and digital
interfaces

PC Operating System

1. Operating System for personal computer,
featuring:

a) Customisable Graphical User Interface
(GUD

b) 64 bit native

c) Package manager, capable to freely obtain
packages and security updates

d) Capability of authenticating to a Microsoft
Active Directory Domain Controller

Storage Area Network (SAN)

1. The data storage system must have at least two
controllers in the active-active configuration.

2. Controllers must be completely independent
units without components that connect them
such as chassis or backplane

3. Minimum 48GB DRAM cache per offered
system

4. Min 4TB read cache per offered system

Technical Specifications — 5 October 2018
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1.

Item
Number

2.
Specifications Required

3.
Specifications Offered

4.

Notes, remarks,
ref to documentation

S.

Evaluation
Committee’s notes

5. Supports Min up to 480 drives per HA storage
system

6. Must have a minimum of 4 x 10GBps port for
connection to clients per offered system

7. Must have a minimum of 4x 16GBps ports with
associated SFP along with short-range optical
modules with an LC connector to connect to the
SAN support unified access of data through FC,
iSCSI, SMB 3.0, NFS v3,v4,pNFS

8. Double disk failure protection
9. Option to support triple disk failure protection

10.Support inline data compression and
deduplication on all protocols

11.Support thin provisioning on all protocols

12.Capability to mix SSD sizes within a
system/controiler

13.Storage capacity must be minimum 48 x 1.8TB
SAS HDDs in one or more disk shelves

14.Support scale out to 8 controllers/nodes in a
single systenv/cluster

15.Qo0S to support all protocols in the system

16.Non-disruptive controller upgrade to a newer
generation

17.Must support remote replication to existing
Netapp FAS3000 series for at least 100TB
space via 1Gb LAN connection either directly
or through external appliances

Technical Specifications — 5 October 2018
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1.

Item
Number

2.

Specifications Required

3.
Specifications Offered

4.

Notes, remarks,
ref to documentation

5.

Evaluation
Committee’s notes

18.Support to online move data within the storage
system between different pools with no
assistance on the host

19.Support snapshot, clones for the full offered
capacity

20.Support application integration to create
snapshots (VMware, HyperV, Oracle, MSSQL,
Exchange, Sharepoint, SAP)

21.Support single file restores and clones from
snapshots

22.Support phone home feature to improve support
experience

23.Support Active Directory based authentication
for the storage management

24 Storage performance monitoring including
storing historical data

25.Solution must support network compression for
replication

26.Support for separate failure domains within the
array and cluster

27.Warranty for 3 years including spare stock
locally in country

28.All necessary drivers and licenses required to
run the storage as described in "ANNEX Ila
Technical Requirements” including existing
hardware environment, without degradation of
performance.
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2.9  Ancillary Services

1. 2. 3. 4. 5.
Item Specifications Required Specifications Offered Notes, remarks, Evaluation
Number ref to documentation Committee’s notes
1 Data migration
Compliant with requirements specified in section
H'm [1~}]
2 Initial user training
Compliant with requirements specified in section
H-m ncuu mn.—v—Q N-m [1=5)
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3.7

Content of the bid

The following table summarises the component of the bid. Each component has to be clearly marked with its reference and will be part of the evaluation process:

Ref 7

Bid components

Notes, remarks, ref. to
documentation

Evaluation Committee's Notes

Outline of the proposed SAPA system architecture (based on the requirements

o3

specified in section 3.3 )

| Project Implementation Schedule (based on the requirements specified in

section 1.7.4 >)

(53]

Outline of Testing approach (based on the requirements specified in section 1.4
”” and Special Conditions Article 25)

Outline of Data Migration approach (based on the requirements specified in 1.5

uuuuv

Outline of Training approach (based on the requirements specified in sections
1.6 " and 3.6 )

Operation & Maintenance plan covering the defect liability period (based on the

requirements specified in section 1.8 )

Detailed description of how after-sales service will be delivered for the four
years following the warranty period (Special Conditions Article 33

A commercial offer concerning corrective and evolutive maintenance for the
solution as a whole [custom software, CMS licenses, commercial software, and
hardware] according to Special Conditions Article 32.6.

This commercial offer will cover one year following the warranty period, and
will include (a) one or more draft maintenance contract(s), (b) one or more draft
Service Level Agreement(s), and (c) a commercial quotation of the
comprehensive maintenance per year of for the whole period of one year
following the warranty period.

This maintenance contract is not part of the tendered supplies, and the
beneficiary may or may not subscribe it.

Tech

¢
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3.8 Items to be delivered

1.

Item
Number

2.

Specifications Required

3.
Specifications Offered

4.

Notes, remarks,
ref to documentation

5.

Evaluation
Committee’s notes

Turn-key customised centralised CMS

System scope: compliant with requirements
specified in section 3.2 “”

1.

System architecture: compliant with

e 151

requirements specified in section 3.3

Detailed Design: compliant with requirements
specified in sections 3.3 “”, 3.4 “””, and 3.5 «”

System functionalities: compliant with
requirements specified in section 3.4

Software development: compliant with
requirements specified in section 1.4 “”

System testing: compliant with requirements
specified in sectionl.4 “” and Special
Conditions Article 25

System deployment: compliant with
requirements specified in section 1.7

Bundle of Content Management System licenses

1.

Enterprise-grade content management system,
featuring:

a) process management (workflow engine) that
can execute business processes described in
BPMN

b) search features including instant search
suggestions and simple search filtering

c) multimedia content storage

Technical Specifications — 5 October 2018
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1.

Item

Number

2.
Specifications Required

3.
Specifications Offered

4.

Notes, remarks,
ref to documentation

5.

Evaluation
Committee’s notes

d) document scanning and capture
e) seamless access from other applications

f) information governance: Access Controls
and Audit Tools

2. Allowing at least 1 650 users to use the solution
specified in Item #1
3. Licensing model: compliant with requirements

o 31211

specified in sections 1.3 “”, and 3.3.2 *”

Bundle of software licenses (commercial or
commercially supported OpenSource) such as
Application Server, RDBMS, Operating
System:

1. As required by the solution specified in Item #1

2. Additional to the commercial software licenses
currently dedicated to the pilot system,
according to the proposed solution

Unlimited number of Microsoft SQL Server 2008
R2 SP1 licenses, if foreseen by the proposed
architecture, will be provided by the Beneficiary
and do not need to be included in this bundie.

Personal Computer (PC)

1. Small Form Factor PC

2. Processor: minimum base frequency 3.0GHz,
minimum 4 cores

3. Min RAM memory: minimum 4 GB DDR4
2400MHz

4. Min 500GB 7200rpm Hard drive

Technical Specifications — 5 October 2018
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1.

Item

Number

2.

Specifications Required

3.
Specifications Offered

4.

Notes, remarks,
ref to documentation

S.

Evaluation
Committee’s notes

5. Internal DVD+R optical drive

6. Graphics adapter: Discrete, minimum graphics
frequency 900Mhz, interface compatible with
[tem #5

7. Sound card: integrated, on-board

8. 10/100/1000 Mbps RJ45 network adapter and
Ethernet Cat6 patch cable min. 3in

9. Mainboard interfaces, minimum: 1xDisplay
Port and 1xDisplay Port or HDMI

10.Expansion slots: minimum 1xPCle x16, 1x
PCle

11.Minimum 12x USB ports, out of which at least
6x USB 3.0, with minimum 4 USB ports
located on front side of the case

12.Keyboard with Serbian layout, optical mouse
with scroll function

13.Speakers: external stereo or built in case mono

14.FOSS office suite (such as OpenOffice or
LibreOffice)

15.Compliant standards: CE and/or TUVGS,
RoHS, EPEAT, WEEE, and Energy Star
compliant

Monitor (display)

1. Min 21.5” diagonal wide screen, LED , Screen
Ratio: wide, 16:9

2. Min Resolution 1920x1080
Min Contrast (standard): 1000:1
4. Min Brightness: 250 cd/m2

L2

=
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1.

Item
Number

2.

Specifications Required

3.
Specifications Offered

4.

Notes, remarks,
ref to documentation

5.

Evaluation
Committee’s notes

5.
6.

7. Video input: at least two (VGA display port and
HDMI), compatible with PC Item #4; including

8.
9.

Max Response time: 6 ms

Min Viewing Angle: Vertical 178°, horizontal
178°

cabling, compatible with PC Item #4
Height-adjustable stand, pivot, swivel
USB hub with at least 2x USB 3.0 ports

10.CE and Energy Star compliant

11.Connection cables for both analogue and digital

interfaces

Notebook

1. Processor: min. base frequency 2.6GHz, min. 4
cores, 64-bit technology compatible, min. 6MB

=

N AW

of CPU cache

3D Graphic card: 2 GB 128 Bit

Display: min. 15.6” (1920x1080) Antiglare
Memory: min. 8GB DDR4

HDD: min. 256GB SSD

Camera: minimum HD webcam

Connectivity: RJ-45 Gigabit LAN, Wireless
LAN, Bluetooth 4.0

Ports & Expansions: minimum 3x USB 3.0
ports, HDMI or Display port VGA, memory
card reader, docking connector

_—TFeehnical Specifications — 5 October 2018
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1.

Item
Number

2.

Specifications Required

3.
Specifications Offered

4.

Notes, remarks,
ref to documentation

5.

Evaluation
Committee’s notes

9.

Fingerprint reader

10.Smart card reader

PC Operating System

1.

Operating System for personal computer,
featuring:

a) Customisable Graphical User Interface
(GUD .

b) 64 bit native

c) Package manager, capable to freely obtain
packages and security updates

d) Capability of authenticating to a Microsoft
Active Directory Domain Controller

Storage Area Network (SAN)

1.

The data storage system must have at least two
controllers in the active-active configuration.

Controllers must be completely independent
units without components that connect them
such as chassis or backplane

Minimum 48GB DRAM cache per offered
system

Min 4TB read cache per offered system

Supports Min up to 480 drives per HA storage
system

Must have a minimum of 4 x 10GBps port for
connection to clients per offered system

Must have a minimum of 4x 16GBps ports with
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1.

Item
Number

2.
Specifications Required

3.
Specifications Offered

4.

Notes, remarks,
ref to documentation

5.

Evaluation
Committee’s notes

associated SFP along with short-range optical
modules with an LC connector to connect to the
SAN support unified access of data through FC,
iSCSI, SMB 3.0, NFS v3,v4,pNFS

8. Double disk failure protection
9. Option to support triple disk failure protection

10.Support inline data compression and
deduplication on all protocols

11.Support thin provisioning on all protocols

12.Capability to mix SSD sizes within a
system/controller

13.Storage capacity must be minimum 48 x 1.8TB
SAS HDD:s in one or more disk shelves

14.Support scale out to 8 controllers/nodes in a
single system/cluster

15.Q0S to support all protocols in the system

16.Non-disruptive controller upgrade to a newer
generation

17.Must support remote replication to existing
Netapp FAS3000 series for at least 100TB
space via 1Gb LAN connection either directly
or through external appliances

18.Support to online move data within the storage
system between different pools with no
assistance on the host

19.Support snapshot, clones for the full offered
capacity

Technical Specifications — 5 October 2018

Page 46 of 70




15SERO1/05/21 - Supply of IT equipment and software for improvement of Case Management System in prosecution and prisons administration

1.

Item
Number

2.

Specifications Required

3.
Specifications Offered

4.

Notes, remarks,
ref to documentation

5.

Evaluation
Committee’s notes

20.Support application integration to create
snapshots (VMware, HyperV, Oracle, MSSQL,
Exchange, Sharepoint, SAP)

21.Support single file restores and clones from
snapshots

22.Support phone home feature to improve support
experience

23.Support Active Directory based authentication
for the storage management

24.Storage performance monitoring including
storing historical data

25.Solution must support network compression for
replication

26.Support for separate failure domains within the
array and cluster

27.Warranty for 3 years including spare stock
locally in country

28.All necessary drivers and licenses required to
run the storage as described in ”ANNEX Ila
Technical Requirements™ including existing
hardware environment, without degradation of
performance.

Fibre Channel Switch

1. Fibre Channel ports: Switch mode min 12 port
configuration (optional min 12 port increment
through Ports on Demand [PoD] license)

2. Performance: Auto-sensing 2, 4, 8, and 16 Gbps

T Technical Specifications — 5 October 2018
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1.

Item
Number

2.

Specifications Required

3.
Specifications Offered

4.

Notes, remarks,
ref to documentation

5.

Evaluation
Committee’s notes

8.

port speeds

. ISL trunking: Frame-based trunking with up to

eight 16 Gbps ports per ISL trunk; up to 128
Gbps per ISL trunk

. Aggregate bandwidth: 384 Gbps end-to-end full

duplex
Frame buffers: 8192 dynamically allocated

Security: DH-CHAP (between switches and end
devices), FCAP switch authentication; FIPS
140-2 L2-compliant, HTTPS, IPsec, IP filtering,
LDAP with IPv6, Port Binding, RADIUS, User-
defined Role-Based Access Control (RBAC),
Secure Copy (SCP), Secure RPC, SFTP, SSH
v2, SSL, Switch Binding, Trusted Switch

Management access: 10/100 Mbps Ethernet
(RJ-45), in-band over Fibre Channel, serial port
(RJ-45), and one USB port

Enclosure: Rack, 1U

10

Application firewall

N —

o v oA W

Firewall appliance, enclosure 2RU maximum
Minimum 5 Gbps of firewall throughput
Minimum IPS throughput 800 Mbps
Minimum 350.000 concurrent connections
Minimum 25000 connections per second

Minimum built-in 10 x 10/100/1000Base-T
RJ45 ports

Minimum 2 network expansion slots with the
possibility of expanding with additional

c

=
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1.

Item
Number

22
Specifications Required

3.
Specifications Offered

4.

Notes, remarks,
ref to documentation

5.

Evaluation
Committee’s notes

network interfaces.

8. Redundant AC power

9. URL filtering — included minimum one year
subscription

10. IPS (Intrusion Prevention System) — included
one year subscription

11. Anti-Virus protection — included one year
subscription

12. Anti-Spam protection — included one year
subscription

13. SSL VPN remote access with GRE, IP-IP and
[Psec tunnels capability

3.9 Ancillary Services

1.

Item
Number

2.
Specifications Required

3.
Specifications Offered

4.

Notes, remarks,
ref to documentation

S.

Evaluation
Committee’s notes

Data migration

Compliant with requirements specified in section
~ .m (1544

Initial user training

Compliant with requirements specified in section
1.6 “”, and 3.6 «”
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